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PROVE DIGITALI:

: * Instant messagin
* Files (doc, txt, ex|, ging
pdf, jpg, bmp, etc.) (WhatsApp,
WeChat, etc)

* Files audio e video _
* Chiamate, sms

+ File dilog |
: * Pagine Web

* Email, PEC B

° Nntrattl sti |

* Social Network gr?“;t]eatt stipulat

(Facebook, Twitter)
* Copie digitalizzate
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STRUMENTI INFORMATICI:

* Supporti Informatici:

1. Notebook, PC, Hard Disk esterni, Pen
USB, etc.

2. Smartphone e tablet

* Internet (WEB)

1. Facebook, Youtube, Twitter, Forum, etc.
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PRODUZIONE PROVE DIGITALI:

* Precedente Processo Penale

* Nuova acquisizione delle Parti in causa
nel p.c.
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NORMATIVA di RIFERIMENTO:

* Standard ISO 27037 - & uno standard
internazionale contenente linee guida per
'identificazione, la raccolta, l'acquisizione, la
conservazione e il trasporto di evidenze digitali
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PROCEDURA ACQUISIZIONE FORENSE — | FASE

ANALISI DATI
IDENTIFICATIVI
e Memorie di massa e Marca, modello
e Notebook, Pc, e Serial Number
Server, Nas e n° HD interni

* Smartphone e Tablet e IMEI - SIMCARD

R
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PROCEDURA ACQUISIZIONE FORENSE — Il FASE

COPIA FORENSE
e Duplicatori HW (Ditto, e File o piu files nel
Tableau, Falcon, UFED) formato prescelto (DD,
e Software (Axiom, RAW, IMG, Eoz, etc.)
Encase, etc.) e File di report
e Comando DD sistemi dell'operazione di
operativi Linux acquisizione svolta

R
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REPORT ACQUISIZIONE Hard Disk:

Target File Name: HDD_HITACHI_SN_X0OGNSUMR

Image File Segment Size: 214; Compression Type: Empty Block

Source HPA/DCO: Indicate Only FWF File Format:
Buffer Size: 1M
Error Granularity:
Swap Byte Pairs of the Media Data: Disabled

encased
Read Error Reftries:

Wipe Sectors on Read Error: Disabled

imestamp (CET)

Type User Message
Dec 04, 2017 10:15:24

Physical Image panel Starting Physical Image E01 action from eSATA to USB-DA1, partition 1.

panel Finished Physical Image E01 action.
Physical Image panel md5 hash value: 7478B5CE3C1ES2A89DA4BCCD25B99245

o

shal hash value: 81416D1C1792F7FBCCO74AE2649BFC2475359A8E

Physical Imag
Dec 04, 2017 12:26:;
Dec 04, 2017 12:26:.

Physical Image panel
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FUNZIONE DI HASH:

L'hash e una funzione matematica univoca ed unidirezionale. Applicando una
funzione di hash a un file o ad un intero hard disk, si ottiene una sequenza
alfanumerica, che rappresenta una sorta di "impronta digitale" dei dati, e viene
detta valore di hash

Gli algoritmi di hash, in particolare SHA1 e MDg, sono utilizzati per validare e in
qualche modo "firmare" digitalmente i dati acquisiti. La recente legislazione impone
infatti una catena di custodia che permetta di preservare i reperti informatici da
eventuali modifiche successive all'acquisizione: tramite i codici hash e possibile in
ogni momento verificare che quanto repertato sia rimasto immutato nel tempo
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https://it.wikipedia.org/wiki/SHA1
https://it.wikipedia.org/wiki/MD5
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PROCEDURA ACQUISIZIONE FORENSE — IIl FASE

e Software (Axiom,
Encase, FTK, Ufed,
etc.)

e Ricerca manuale

REPORT

e File direport completo
O parziale

e Estrapolazione files

e Estrapolazione di
informazioni

R
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ANALISI SMARTPHONE — UFED:

Reader File View Tools R

Fis M| LESTEEE @ Extraction Summary (1)

B o Samsung GSM_SM-GE2OF Galay 56
|7 Extraction Summany {1)

O Physical

¥ |55 File Systerms

Data

iy

Calendar [14)
> %, CallLog(22)

B Cell Towers (4)

Coakies (63)

e
™ (1 Device

o (7)

¥ [[% Locations (7)

De=vice Users {2)

3 L3 SMS Messages

A, User Accounts

3 Ukser Dictionary (373}

Wb History (17
7 Wirsless Metworks {1)

Bata File=s

Appilications (2626)
Aucdin {117)
Configurations (45)

Databeses [357] Data Files

Decuments (3)

Cerving

ks
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ANALISI SMARTPHONE — UFED:

Device Info

MBZ9K/C

Installed

Tethering

Pacewords 4 ow 31 Searched ltems

SMS Messages 3 (2) User Accounts 14 (1) User Dictionary
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Reader File View Tools

50

. . Apple_iPhone 5c (A1507)

bl Extraction Summary (1)
O File System
> File Systems

Analyzed Data

% Bluetooth Devices (1)
[ Calendar (40)
 callLog (219)

>

>

> [} Chats(117)
> (@ Contacts (984)

> ) Cookies (2332)

\ (@ Device Locations (30)

> [ Locations (30)

> ) Device Notifications (90)
£ Emails (36)
() Installed Applications (195)
5] Log Entries (2338)

Notes (4)

&= Passwords (10)

v

3 Recordings (1)
> E; Searched ltems (239)
> O SMS Messages (469)
,O\ User Accounts (14)
> [I] Web Bookmarks (22)
> @ Web History (1190)
(" Wireless Networks (18)
V' [ DataFiles
Audio (15)
Configurations (9854)
Databases (313)
Documents (1)

Images (586)

ANALISI SMARTPHONE — UFED:

Report Help

Welcome x O Extraction Summary (1) x

Chats (117)

K [1 Export ~

Chats (117) X

X

Participants

1 Start Time v

12/02/2017 21:35:10{UTC+1)

(UTC+1)

TC+1)

UTC+1)

UTC+1)

riccard;
ena)

Last Activity

12/02/2017 21:35:10(UTC+1)

21:47:10(UTC+ 1) Facebool

WhatsAp

Chat

ID:

Source:

Start Tir

Last Activity:

Number of attachments:
Extraction:

Source file:

Participants (2)

Riccardod)
Susanna 3

Conversation

— ¥ Select/Deselect all...
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Crittografia end-to-end (chat
WhatsApp)

LA CRITTOGRAFIA END-TO-END DI WHATSAPP ASSICURA CHE
SOLO TU E LA PERSONA CON CUI STAI COMUNICANDO POSSIATE
LEGGERE CIO CHE VIENE INVIATO, E NESSUN ALTRO, NEMMENO
WHATSAPP. | MESSAGGI SONO PROTETTI CON DEI LUCCHETTI, E
SOLO TU E IL TUO DESTINATARIO AVETE LE CHIAVI SPECIALI
NECESSARIE PER SBLOCCARLE E LEGGERLE | MESSAGGI. PER UNA
MAGGIORE PROTEZIONE, OGNI MESSAGGIO INVIATO HA UN
PROPRIO LUCCHETTO E UNA PROPRIA CHIAVE UNICI.




PROVE DIGITALI ED INFORMATICHE E PROCESSO CIVILE
ANALISI SMARTPHONE — UFED:

Reader File View Tools Report Help
& - X
] Welcome = O Extraction Summary (1) = Timeline (9531]
FES iystems -
~ (T} Anayzed Data = Timeline (9531)

% Biuetooth Devices (1)

Calendar (40}

» %, calllog(z1m)
> Iy Chats (117}

> (I Coantacks (O84) [

Timestamp

ke (2332)
~ ¥ Device Locotions (30)

> [ Locations (30)

o

) Device Motifications {90)
{52 Emails (36)

() Installed Applications (19%)

3 3] Log Entries (2338) A 071272016 (2) Source file:

> E Not=s 4] - TC+1) 3 . . All til‘l"IESthps
Passwords {104

> & Recordings (1) : Parties

> |5 Searched hems [23%

> [ SME Mascages (460] (232

AL User Accounts [14)

93

[T Web Bookmarks (22}
5045 Messages

e

(0 Web History (1190)
"' Wireless Metworks (16)
™. 25 Data Files
Audio (15)
Configurations (G854)
Databases (313]
Docurnents {1)
Images (386)
Videos (7) A DAS12206 (2
Canang
Images
Tenedine [9531)
0 Tags (0]
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ANALISI SMARTPHONE — UFED:

Reader File Wiew Tools Report Help _

Lmua e s a1

B File System

e Systeims

q

Location

~ & Analyzed Data
Calendar (40)

Call Log (3316)

%, Carved Strings

(@) Cantacts [7I0)

}

b

>

» £ Chate (82)
5

¥ £ Coukies (1647)
-

& Device Locatons (7

> (1 Locations (710]

] Cevice Notificatons (3]

stalled Applications (184)

¥

~#| Log Entries (052)

Passwarcs (8)

> O SMS Messages (318)

H § HE NN ESNNNEOO

A, User Accounts [14)

M| Weh Bookmasks (8] e Images

o

0 Web History [1765)
U Wirekess Networks |
it Dizta Files
Audio (17)
Configurations (181
Databases (387)
kmages (2450
Text {2)
| Videmos {456}
Uncategorized [158]
= Canang
kmages

Timedine (14487)

Mame:

Tags (@)
El Reports
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ANALISI Hard Disk — AXIOM:

FILTERS

EVIDENCE |
ALL EVIDENCE Categary Date and time 9
REFINED RESULTS o
WEB RELATED
CHAT 768
SOCIAL NETWORKING 27

MEDIA 17,707

6,971

PEER TO PEER

CLOUD STORAGE

OPERATING SYSTEM 415,814

ENCRYPTION 1,129
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ALL EVIDENCE

REFINED RESULTS

EE Classifieds URLs

W Dating Sites URLs

‘i Facebook URLs

adl Google Analytics First Visit Cookies
ad Google Analytics Referral Cookies
ad Google Analytics Session Cookies
adl Google Analytics URLs

B® Google Maps Queries

S (Google Searches

{my Google Translate

8 Identifiers

% Malware/Phishing URLs

@, Rebuilt Webpages

=% Social Media URLs

$ TaxSite URLs

WEB RELATED

& Chrome Archived Web History
& Chrome Autofill

& Chrome Cache Records

& Chrome Cookies

& Chrome Current Session

{v- Chrome Current Tabs

& Chrome Downloads

& Chrome Favlcons

& Chrome History Index

Search Term
hp driver
all
speed test
medicina
medicin
easyjet
mess
previsioni meteo tarino
speed test
medicina anti
al
previsic
easyjet
al
previsi
pr
medicina egizia storia
messentools
speed test
previsioni meteo p
previsioni
medicina an
allergia al
allergia al ta
t
messentosls
allergia al
hp driver

messent

http://picasaweb.google.com/data/feed/basefuser/...

allergia al tax

URL

http://www.google.it/url?sa=t8irct=j8iq=hp+driver...

http://www.google.it/s?hl=it&sugexp=Trgbld&gs_nf...
http://www.google.it/#hi=it&sugexp=llsindigs_nf=1...
http:/fwww.google.it/s?hi=itdigs_m=78gs_ri=psy-a...
http:/fwww.google.it/s?hi=itBigs_rm=78gs_ri=psy-a...
http://www.google.it/url?sa=t&rct=j8ig=easyjetBisa...
http://www.googleit/s?hi=itéigs_nf=18wcp=48gs_id...
http://www.google.it/search?hi=it8sclient=psy-ab&L...
http:/fwww.google.it/url?sa=f8trct=jurl=http://ww...
http://www.google.es/s?hl=it8gs_m=T&gs ri=psy-a...
http://www.google.it/s?hi=itdsugexp=frgbld&gs_nf...
http://www.google.it/s?hi=itdigs_nf=T18icp=8&gs_id...
http://www.google.it/?gws_rd=crfgs_m=238gs_ri=...
http:/fwww.google.it/s?hi=it8isugexp=Tfrgbld8ugs_nf.
http://www.google.it/s?hi=itdsugexp=frgbld&gs_nf...
http://www.googleit/s?hi=itdigs_nf=18cp=28gs_id...

http:/fwww.google.it/search?hi=it8tsclient=psy-abé....

http:/fwww.google.it/#hi=itdigs_nf=18cp=78gs_id

http:/fwww.google.it/url?sa=f8trct=j8wurl =http:/ fww..,
http://www.googleit/s?hi=itdigs_nf=38cp=188&gs_i...
http://www.google.it/s?hi=it&sugexp=frgbld&gs_nf..
http:/fwww.google.es/s?hi=itligs_rm=78lgs_ri=psy-a...
http://www.google.it/s?hi=itdisugexp=frgbld&gs_nf...
httpy/fwww.googleit/s?hi=itdsugexp=Tfrgbld&gs_nf...
http://www.google.it/s?hi=itdigs_nf=18cp=1&gs_id...
http://www.googleit/Fhl=it&gs_nf=18cp=T8gs_id...
http://www.google.it/s?hi=it8isugexp=frgbld&gs_nf...
http://www.googleit/search?hl=itdoutput=searché..
http:/fwww.googleit/s?hi=itiigs_nf=18cp=7&gs_id...
http://www.google.com/uds/Gfeeds?callback=goog...

http:/fwww.google.it/s?hi=it8isugexp=frgbld8igs_nf...

Date/Time

03/03/2012 08:49:36

03/04/2012 13:33:41

26/03/2013 11:37:33

26/03/2013 11:37:32

03/02/2012 14:42:40
22/05/2012 09:48:58
03/04/2012 09:58:30
26/03/2013 11:07:04
03/04/2012 13:33:41
29/05/2012 12:14:34

03/04/2012 13:33:41
11/04/2012 15:42:58
22/05/2012 09:51:00
26/03/2013 10:55:59

03/03/2012 14:42:44

14/11/2012 09:44:05
11/04/2012 15:42:00
26/03/2013 11:07:00
03/04/2012 13:33:51
03/04/2012 13:33:54
22/05/2012 09:46:14
03/03/2012 14:42:44
03/04/2012 13:33:31
03/02/2012 08:49:32
03/03/2012 1442:41
26/03/2013 10:56:41

03/04/2012 13:33:55

ANALISI Hard Disk — AXIOM:

Date/ L g Orininal. [0 ditto-file.E01

DETAILS

ARTIFACT INFORMATION

Search Term

URL

Date/Time
Search Session Start Date/Time

Criginal artifact

EVIDENCE INFORMATION

medicina egiz Source

messent

Location

Evidence number

hp driver

http://www.google.it/url?
sa=tiirct=j&q=hp
+driver&source=web8cd=18&ved=0CDQ
QFjAA&wrl=http%3A%2F%
2Fwww8.hp.com%2Fit3%2Fit3%2Fsupport-
drivers.html8.ei=HNtRT6azlsbxsgb50pTO
Cwiusg=AFQjCNHMNRIEEXOW6gfpTbdy
LENOCOMmeA

03/03/2012 08:49:36
03/03/2012 08:49:32

Internet Explorer Main History

ditto-file.E01 - Partition 2 (Microsoft
NTFS, 465.66 GB)\System Volume
Information
\{b%943ae3-7Tdbd-11e1-8b5b-T4de2bc 929
06}{3808876b-c176-4e48-
b7ae-04046ebcc752}

File Offset 203131648
ditto-file.E01

ks
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ANALISI Hard Disk — AXIOM:

EVIDENCE 1

Security Use...  Created Dat.. Event Description Summary - Keywords  Provider Name 2 dirto-file.E0O1

CO00o.

DETAILS

EMAIL
DOCUMENTS

PEER TO PEER

The operating vystem started.

CLOUD STORAGE

Information

OPERATING SYSTEM 415,814 5 5 he P e r atio 3 curity-Au i 0x8000000000000300

Microsoft-Windows-Kernel-General

<Provider Name = "Microsoft-Windows-Kemel-
i 6 b7-0041-dThé-

ywords >

52400827 /

ENCRYPTION
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ANALISI Log del Join al dominio:

NetpChangeMachineName: from 'PI2SINS2' to 'PI2SINA9’ using ‘I [ox2]
NetpDsGetDcName: trying to find DC in domain 'ASLTO3", flags: ©0x10620
NetpDsGetDcName: found DC ‘\\AD-AGN' in the specified domain
NetpChangeMachineName: status of connecting to dc *\\AD-AGN': ©x©@
NetpGetlsaPrimaryDomain: status: ©x0
NetpManageMachineAccountWithSid: status of NetUserSetInfo on *\\AD-AGN® for ‘PI2SIN82%": 0x@
NetpGetlsaPrimaryDomain: status: ©x@
NetpGetDnsHostName: PrimaryDnsSuffix defaulted to DNS domain name: ASLTO03.LOC
NetpGetComputerObjectDn: Cracking account name ASLTO3\PI2SIN49% on \\AD-AGN
NetpGetComputerObjectDn: Crack results: (Account already exists) DN = CN=PI2SIN49,0U=Sede,OU=Client,OU=Pinerolo,OU=0bjetcs,DC=ASLTO3,DC=LOC
NetpModifyComputerObjectInDs: Initial attribute values:

DnsHosthlame = PI2SIN49.ASLTO3.L0C

ServicePrincipallame = HOST/PI2SINA9.ASLT03.L0C HOST/PI2SINA9
NetpModifyComputerObjectInDs: Computer Object already exists in OU:

DnsHostName = PI2SIN82.ASLTO3.LOC

ServicePrincipalName = HOST/PI2SINA9 HOST/PI2SINS82.ASLTO03.LOC
NetpModifyComputerObjectInDs: Attribute values to set:

DnsHostName = PI2SINA9.ASLTO3.LOC :16:37 NetpChangeMachineName: from 'PI2SINA9' to 'PI2SIN142' using %} [8x2]

< B g 2 \ 5 NetpDsGetDclame: trying to find DC in domain *ASLT03', flags
Serv P 1N = HOST/PI2SIN49.ASLTO3.LOC 2
$ SR r?nc1pa FmE / % 2 NetpDsGetDcName: found DC *\\AD-PINEROLO-1' in the specified domain
ldap_unbind status: ©x@

NetpChangeMachinelName: status of setting DnsHostMName and SPN: ©x@ Hetpthongeligchincllone:, statts ‘of conrectingiton de “gl-RINEROLOST S 10x9

netpLnangemacninename: STaTUs Of SeTT1ng UnsHosTHame ana > Metpoetlsabramarybonains seatdsy Oxp
P g - g NetpManageMachineAccountWithSid: status of NetUserSetInfo on *\\AD-PINEROLO-1' for *PI2SIN49%': ©x@

NetpGetlsaPrimaryDomain: status: 0x@
NetpGetDnsHostName: PrimaryDnsSuffix defaulted to DNS domain name: ASLTO3.LOC
NetpGetComputerObjectDn: Cracking account name ASLTO3\PI2SIN142$% on \\AD-PINEROLO-1
NetpGetComputerObjectDn: Crack results: (Account already exists) DN = CN=PI2SIN142,0U=Sede,0OU=Client,OU=Pinerolo,0OU=0bjetcs,DC=ASLT03,DC=L0C
NetpModifyComputerObjectInDs: Initial attribute values:

DnsHostName = PI2SIN142.ASLTO03.L0C

ServicePrincipalName = HOST/PI2SIN142.ASLTO3.LOC HOST/PI2SIN142
NetpModifyComputerObjectInDs: Computer Object already exists in OU:

DnsHostName = PI2SIN49.ASLTO3.LOC

ServicePrincipalName = HOST/PI2SIN142 HOST/PI2SIN49.ASLTO3.L0C
NetpModifyComputerObjectInDs: Attribute values to set:

DnsHostName = PI2SIN142.ASLTO03.LOC

ServicePrincipalName = HOST/PI2SIN142.ASLTO3.LOC
ldap_unbind status: ©@x@
NetpChangeMachineName: status of setting DnsHostName and SPN: ©x@
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ACQUISIZIONE DA WEB con FAW - FACEBOOK:

Pagina

Aggiungi unimmagine

Post delle persc 2 visitano la Pagina

Studio ing.
Francesco Saccia

ASTAMF

Incidenti stradali, il crac annunciatodel fondo per le vittime

50 milioni Fanno e azzeran imonia nel 2019

R Copertura

™ mi

Chat (Disconnessa)
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ACQUISIZIONE DA WEB con FAW - FACEBOOK:

Imagesid
Objects

afposts/?ref=page_internal

/5.8 (Windows NT 6.2; WOW64; Trident/7.8; 11.8) like Gecko
Date/Time start UTC: 281 - 5:2!
Date/Time end UTC: B7-03T15
start computer time: 2018-87
Date/Time end 2018-87-83T1
rk avaible id: 187B44A56DC3 name: Ethernet
id: eese 0eeal name: VMware Network Adapter VMnetl
id: 885856C00088 name: VMware Network Adapter VMnet8
id: name: Loopback Pseudo-Interface 1
machine
False
.com

atbBe1504!
6bA45e9672dd97fe939586ec6fB2eded20923aa

by
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Grazie per |'attenzione

WWW.STUDIOSACCIA.IT .



